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Abstract

Usable security and privacy research on Muslim commu-
nities have been relatively less explored. It is however im-
portant to study the unique needs of this population. This
paper provides an overview of the existing literature on this
topic. It then discusses the unique challenges faced by re-
searchers when investigating this population both for gen-
eral HClI research as well as for security and privacy.

Introduction

There is a perception that humans are often the weak-

est link in the security chain [11]. Security and privacy re-
searchers have, therefore, focused on devising strategies
for communicating security and privacy risks to the end-
users and evaluating the usability of existing security and
privacy tools. However, one specific population, namely,
users in conservative societies such as Muslim communi-
ties, has been relatively less explored. The cultural context
of these communities emphasizes the need for studying
digital security and privacy in this population. In this paper,
we first provide an overview of the prior efforts of usable se-
curity researchers in studying the needs and perceptions
of this population. We then discuss the unique challenges
faced when investigating HCI and security and privacy in
Muslim communities.
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Figure 1: Screen shots of videos
used in the study [6]

Security and Privacy Studies on Muslim Commu-
nities

In this section, we present recent security and privacy stud-

ies on Muslim populations.

Risk communication. It is important to study strategies tai-
lored for Muslim communities to communicate security risk
to incur behavior change. For instance, using culturally rel-
evant vocabulary seems to help address the risks and fears
of this population. We conducted a study [6] to examine the
effectiveness of fear appeal (Arabic dubbed video, video
with Arabic captions, Saudi-customized video) shown in
Figure 1) in changing Saudi Arabians’ risk perceptions and
behavior for adopting screen lock on their smartphones. We
found that the Saudi-customized video was extremely effec-
tive in changing participants’ locking behavior (72.5% of the
participants enabled the screen lock). The dubbed video
was the second-most effective (62.5%) in impacting screen
lock behavior.

Source of security advice. The channels (e.g., ISPs and
Government) through which Muslim populations receive
security advice can be different from that in the western
world. We performed a preliminary investigation on the
sources of the receiving the Smartphone security advice
(e.g., enabling a screen lock, deleting the suspicious text
messages, using a secure WIFI, and updating the software)
by Muslim women outside the workforce in Saudi Arabia
and Pakistan. We found (see Figure 2)that a majority of the
participants 34% use their Family/friends’ past negative ex-
periences of security threats to receive such information.
21% of the participants reported Internet Service Providers
(ISPs) as the second source. ISPs send text messages to
inform their customers about the security risks and how to
prevent them. 14% of the participants mentioned that they
obtain security advice from their Government through their

messages, emails, and websites.

Phishing comprehension. Cultural upbringing and lower
awareness in the Muslim world can increase the vulnerabil-
ity of the Muslim population to phishing attacks compared
to users in the Western world. Al-Hamar et al. [4] investi-
gated Qatar citizens’ vulnerability to e-mail phishing. They
found that Qatari citizens put too much trust in technology
and their abilities to detect email phishing, making them an
easy target for phishing.

Privacy perceptions and strategies. Unlike the western
world, the need for privacy (e.g., data ownership and photo
sharing) in the Muslim world is strongly affected by religion
and family-oriented cultural restrictions. Abokhodair et al.
[1] analyzed Twitter posts to understand the meaning of pri-
vacy in Qatar. They found that the need for privacy in this
community is often supported by Quranic text, advice on
how to protect privacy is frequently discussed, and the use
of paternalistic language by men when discussing women’s
privacy is common. Above all, privacy is framed as a com-
munal attribute, including not only the individual but the
behavior of those around them; it even extends beyond
one’s lifespan. For example, women’s photos can only be
seen by men who are blood-related and non-marriageable.
It is important to understand the privacy norms in public
places. Abokhodair et al [2, 3] identified the collective vs
autonomous aspect of photo sharing in the Arab context
(e.g., Saudi Arabia and Qatar) as well as the privacy per-
spective of using social media in the Middle East.

Sambasivan et al. [10] conducted a qualitative study in
India, Pakistan, and Bangladesh about how women per-
ceive, manage and control their personal privacy on shared
phones. The participants employed five performative prac-
tices to maintain individuality and privacy, namely, manage-
ment of phone and app locks, content deletion, technology
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Figure 2: The Source of security
advice from Saudi Arabia and
Pakistan

avoidance, and use of private modes.

Challenges to HCI and Usable Security and Pri-

vacy Research in Muslim Communities
Running an HCl-based study in Muslim communities have
unique challenges. Moreover, there are some added chal-
lenges specific to studying security and privacy in this pop-
ulation.

Religious and Cultural Norms. There are many cultural
norms in the Muslim communities that can impact HClI re-
search in this population and have security and privacy im-
plications. For instance, cultural expectations in Bangladesh

and Pakistan dictate that women should share mobile phones

with family members and that their digital activities be open
to scrutiny by family members [10]). Gender segregation is
another factor. Two researchers [5] mentioned one of the
challenges in conducting user experiments and usability
studies in Saudi Arabia at a segregated female campus
without including male participants. Also, individuals in con-
servative societies present themselves in a good light that
will reflect on other groups, such as sharing appropriate
photos that will reflect upon collectivist [e.g., users’ families]
[2]. With the new Saudi Arabia policies of modernization,
this should warrant studying these effects.

Participant Recruitment. Participant recruitment from
these communities for both short experiments and long-
term studies is another challenge [8]. This challenge can be
faced while engaging users during any phase of the need-
finding and user-centered design process. For instance,

the strong enforcement of male/female segregation in the
Arab and Southeast Asian countries mandates that data
collection from men be done by male researchers and from
women by female researchers. The recruitment problem

is intensified by the lack of proper ethics approval process,

lack of incentive for participation [7], and the unavailability
of online crowdsourcing platforms such as Amazon Me-
chanical Turk.

User Evaluation.The security and privacy perceptions in
Muslim communities significantly impact the technology us-
age and security feature adoption (e.g., using password
managers and adopting two-factor authentication). The

low awareness plays a vital role in the interaction between
users and security features/tools. Moreover, the inference
of security and privacy problems with customized technolo-
gies that emerge from user studies rely on users’ self-report
and observations. Formulating design committees for user-
centered design and participatory design for testing the
usability and user experience of projects in industries, gov-
ernmental organizations, ministries, and business sectors
could improve the user experience and participation ap-
proaches [9].

Ecological Validity. Since users consider security as a
secondary task, the ecological validity of experiments is

a challenge. Replicating user studies conducted in the
Western world (both HCI focused and security-focused)
can present new challenges since researchers need to en-
sure that the scenarios simulate what users in the Muslim
communities see and hear in the real-life. Few studies [2,
3] have provided solutions to improve the cultural design
implications for non-western audiences and enhance user
experience towards these technologies.

Conclusion

There is a need for future efforts by HCI and usable security
and privacy researchers to address solutions for challenges
faced by them when investigating Muslim communities. We
provided an overview of the existing literature on usable



security and privacy in Muslim communities and the associ-
ated challenges.
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